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Digitalization has changed the world economy
Continuing Transformation & Growth

*Banking, Financial Services and Insurance 

We must act now to shield our digital future from a quantum paradigm shift

Quantum-Safe 
Networks

Empower our 
economies with 

unshakable 
security

&

TRUST

Government 
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The Quantum Era heralds both

Current 
asymmetric 

cryptography 
(PKC)

Sensing

Security

Computing

Networking

Quantum Era

Benefits Threats&

CRQC
@ Q Day

Harvest Now 
Decrypt Later
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Growing CRQC Risk
Time for action

100%

80%

60%

40%

20%

0%
5y

2028
10y

2033
15y

2038
20y

2043
30y

2053

Years from now

Average 
likelihood
estimate

75%

92%

78%

56%

33%

17%
4%

11%

31%

54%

Interpretation of responses

Optimistic

Pessimistic

2023

Source: Global Risk Institute, Quantum Threat Timeline Report 2023

Expert survey on the likelihood of a Quantum Computer breaking RSA-2048 in 24h

https://globalriskinstitute.org/publication/2023-quantum-threat-timeline-report/
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Policy makers are responding to the security impact
Awareness, recommendations, and proactive measures

Is your cybersecurity ready 
to take the quantum leap?

EU urged to prepare for quantum 
cyberattacks with coordinated 

action plan

NIST Releases First 3 Finalized 
Post-Quantum Encryption 

Standards

Singapore to build national 
quantum-safe network that 

provides robust cybersecurity for 
critical infrastructure

South Korea plans large scale 
quantum cryptography adoption

Government of Canada launches 
National Quantum Strategy
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We are transitioning to a quantum-secure economy
An era where secure and trusted connectivity will have a prevalent role

Industry response

Assuring data privacy

Q-Secure Applications

Q-Secure Mission Critical Networks 

Q-Secure Connectivity Services

Managed private 
or private

CSP retail services

Nokia Confidential

Trust-enabling bridge

Quantum-Safe 
Networks

Classical 
networks

Inherent data privacy

Sensing

Security

Computing

Networking

Quantum Era

TRUST
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Ingredients of Quantum-Safe Networks 

Locks
(Encryption) 

Keys
(Generation,

strength)

Distribution

The combination of locks and keys assure Quantum-Safe Networks

True random numbers 
assure key quality 

(physics-based)

Key strength
(256 bits)

Delivery 

method 

assures proper 

distribution

Key Rotation

assures proper 

Crypto-Period

Quantum-Safe 
Networks

Data in-flight protected connectivity 
(AES256) 
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There is no “one-size-fits-all” solution in Quantum Safety
We need to adapt, scale and evolve using a layered Defense-in-Depth approach

Start today with a 
layered approach:

1+1, 1+2, …1+N

“Application” layer

IP layer

MPLS layer

Physical layer

Data Link layer

“Application” layer

“Application” layer

IP layer

MPLS layer

Physical layer

Data Link layer

“Application” layer

Adapt
to your 

business needs

Scale
your 

Quantum-Safe 
deployment

Evolve
with the 

Quantum 
landscape

Asymmetric

Symmetric
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Embracing the industry to enrich our engagements
Driving forward by fostering a collaborative approach

Quantum-Safe 
Networks
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Specialized 
expertise

Innovation 
and agility

Customer
focus

Collaboration Connectivity 
enablers

Quantum-safe 
keys makers

Application 
providers
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GRNET HellasQCI Proof of Concept 
Quantum Safe NREN

Objective

Safeguard valuable and vital research 
data in the face of emerging security 

threats while protecting Greek 
society from cyber-attacks that could 

penetrate encrypted systems and 
threaten life-sustaining infrastructure

https://www.computerweekly.com/news/366563776/Nokia-and-HellasQCI-complete-quantum-safe-networks-proof-of-concept
https://www.computerweekly.com/news/366563776/Nokia-and-HellasQCI-complete-quantum-safe-networks-proof-of-concept
https://www.nokia.com/customer-success/grnet-enhances-broadband-connectivity-by-implementing-nokias-optical-solution/
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Sensing

Security

Computing

Networking

Quantum Era

As we continue our digitalization journey
We must act now to shield our digital future from a quantum paradigm shift

*Banking, financial and insurance 

Trust-enabling bridge

Quantum-
safe networks

Empower our 
economies with 

unshakable 
security

&

TRUST

Classical 
networks

Enable the world to securely act together today

Government 

& Defense
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Utilities Transport

NREN
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